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Agenda 

1. Consumer clouds vs business clouds 

2. PDPO and the cloud 

3. Concerns for consumers 

4. Concerns for data users 

http://www.picgifs.com/graphics/agenda/
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Clouds 

http://www.allspammedup.com/2011/12/spammers-take-advantage-of-yahoo-messenger-security-hole/
http://www.google.com.hk/imgres?hl=en&biw=1280&bih=925&tbm=isch&tbnid=NL7fDO03bwVogM:&imgrefurl=https://blog.bit9.com/2012/08/07/icloud-is-a-rosetta-stone-for-hackers/&docid=puar3g4s5YHnlM&imgurl=http://blog.bit9.com/wp-content/uploads/2012/08/apple-icloud.jpg&w=650&h=565&ei=ZDVBUeCUIeWNmQWim4HIBg&zoom=1&ved=1t:3588,r:2,s:0,i:85&iact=rc&dur=1364&page=1&tbnh=197&tbnw=234&start=0&ndsp=19&tx=102&ty=92
http://www.google.com.hk/imgres?hl=en&biw=1280&bih=925&tbm=isch&tbnid=NL7fDO03bwVogM:&imgrefurl=https://blog.bit9.com/2012/08/07/icloud-is-a-rosetta-stone-for-hackers/&docid=puar3g4s5YHnlM&imgurl=http://blog.bit9.com/wp-content/uploads/2012/08/apple-icloud.jpg&w=650&h=565&ei=ZDVBUeCUIeWNmQWim4HIBg&zoom=1&ved=1t:3588,r:2,s:0,i:85&iact=rc&dur=1364&page=1&tbnh=197&tbnw=234&start=0&ndsp=19&tx=102&ty=92
https://www.google.com.hk/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=puar3g4s5YHnlM&tbnid=NL7fDO03bwVogM:&ved=0CAUQjRw&url=https://blog.bit9.com/2012/08/07/icloud-is-a-rosetta-stone-for-hackers/&ei=kjVBUcu-L6SQiQfFzYDgBw&psig=AFQjCNGn04N0tCSU-BJx1ulPEKZOzRqsJA&ust=1363314404845009
http://www.digitaltrends.com/web/now-wheres-that-email-gmail-introduces-a-bunch-of-new-search-options/
http://www.winrumors.com/microsoft-planning-to-launch-office-365-cloud-service-in-june/
http://circleofdocs.com/2013/03/06/resource-of-the-week-why-you-should-move-your-chiropractic-business-to-google-apps/
http://totalsoccershow.com/wikipedia/
http://www.benzinga.com/news/12/12/3199349/update-baidus-new-voice-assistant-allows-making-calls-searching-and-downloading-a
http://mashable.com/2010/02/14/youtube-birthday/
http://allthingsd.com/20081112/microsoft-officially-facebooks-oops-socializes-windows-live-internet-services/
http://communities.vmware.com/community/linkedin/
http://www.wired.com/geekmom/2013/01/facebooks-new-privacy-settings/
http://streakblog.blogspot.com/2011/11/how-to-setup-yahoo-mail-on-your-streak.html
http://newgenapps.com/amazon-web-services/
http://blog.tapastic.com/tapastic-com-goes-down-due-to-rackspace-server-issues/
http://commons.wikimedia.org/wiki/File:Salesforce_Logo_2009.JPG
http://www.thetelecomblog.com/2011/02/01/verizon-scoops-up-cloud-provider-terremark/
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From the end-user’s perspective 

Cloud computing 

• allows people to access services any 
time, on any device around the world, 
at no or low costs.   
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From the cloud-supplier perspective 

Cloud computing 

• Uses highly optimised resources 
(manpower, space, cost, servers) to 
offer services    

 

http://gestetnerupdates.com/2012/05/29/shocking-stat-average-gas-price-for-may-higher-than-92-of-bushs-96-months-in-office/chart-going-up-credit-mintech/
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Consumer Clouds 

Directly engaged by end-users to store 
their own data 

• Email services such as Outlook.com, 
Yahoo.com, Google.com 

• Social networks such as Facebook 

• Storage facilities such as iCloud 

 

 

http://halcyoneducationaltechnology.com/?p=302
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Personal Data (Privacy) Ordinance 

and consumer clouds 

PDPO regulates the collection and use of 
personal data by data users from data 
subjects 

 

 

http://www.zerohedge.com/news/guest-post-supreme-court-and-natural-law
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Characteristics of consumer clouds 

that are of concerns 

1. Terms for the majority of free 
services favour service providers 

 

2. There is no free lunch 

 

3. Ultimate victim of any data             
breach is consumers 

http://blog.rizzif.com/?p=435
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Bottom lines 

For individuals: 

 

1. Assess risks before using cloud 
services 

 

2. Consider encrypting data before 
uploading 
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More detailed reference 

For individuals: 

 

• Protecting Privacy – Using 
Computers and the Internet Wisely - 
http://www.pcpd.org.hk/english/publications/files/computer_wisely_e.pdf 
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Business Clouds 

Used by data users (organisations) to 
conduct their own business (including 
the storage/processing of their customer 
data) 

• Salesforce 

• Amazon web services 

• Google apps for business 

• Office 365 

 

 

 

http://www.masternewmedia.org/why-knowledge-sharing-is-the-future-of-organizations/


12 

Personal Data (Privacy) Ordinance 

and business clouds 

Data users take full responsibilities over 
the use and security of personal data 
collected, including the responsibility for 
the conducts of its service providers 

 

http://www.trumanlibrary.org/buckstop.htm
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Characteristics of business clouds that 

are of concerns 

1. Rapid transborder data flow 

 

2. Loose outsourcing arrangements 
 

3. Standard services and 
contracts 
 

4. Just a different form of 
outsourcing 

http://openwalls.com/image?id=15814
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Rapid transborder data 
flow 

1. Do cloud providers, cloud customers and 
therefore data subjects know where data 
is stored? Can cloud customers specify 
locations with comparable protection to 
store data (white list)? 

 

2. Do cloud customers and therefore data 
subjects know the implication of their 
data storing in different jurisdictions? 

 
 

 

 

 

http://ericpalmer.wordpress.com/2010/06/25/i-call-on-america-the-dod-and-the-usaf-to-save-the-air-force-before-it-is-too-late/
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Loose outsourcing arrangement 

1. If cloud providers have sub-
contracting arrangements, what 
standards would sub-contractors 
follow to protect cloud customers’ 
personal data?  

 

2. Are these sub-contractors 
accountable to cloud customers? 
By contract or by law? With whom 
would their loyalties lie? 

 

 

 

 

 

http://digitalworlddesigns.wordpress.com/2011/06/27/10-steps-to-write-a-great-contract/


16 

Standard services and contracts  

1. If standard services do not meet the 
data protection requirements, can 
cloud provider customise? 

 

2. If customisation is offered, how can 
cloud customers be sure that the 
extra measures are in place? 
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Points to consider for outsourcing 

1. Should not allow for unilateral change of service 
contract 

2. How to accommodate data access requests and 
data correction requests 

3. Limitation on use by contractor that does not 
match with original purposes 

4. Proper exit plan, data erasure and data portability 

5. Formal data breach notification arrangement 

6. Formal notice by data users to data subjects on 
possible transferees 

7. End-to-end encryption should be used where 
possible 
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Bottom lines 

For data users: 

 

1. Data users are responsible for the 
protection of personal data 
entrusted to them; 

 

2. Outsourcing of data processing 
does not mean outsourcing of legal 
liability. 
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More detailed reference 

For data users: 

 

• Information Leaflet for data users: 
Cloud Computing - 
http://www.pcpd.org.hk/english/publications/files/cloud_computing_e.pdf 
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More detailed reference 

For data users: 
 

• Information Leaflet: Outsourcing the 
Processing of Personal Data to Data 
Processors 

- http://www.pcpd.org.hk/english/publications/files/dataprocessors_e.pdf 

 



Thank You 


