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1. Background of the GovWIFi Project
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GovWIiFi Project Highlight

A Government project initiated and managed by OGCIO
Total service outsourcing (HKT is the service provider)
1t Generation GovWiFi service from 2007 to 2012

2nd Generation GovWiFi service from 2012 to 2017

a k~ 0 DN PRF

Free public WiFi services, covering at least 422 indoor and
outdoor sites

6. No pre-registration is required
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New requirement in the 2"4 Generation GovWiFi

e 1st Generation GovWiFi

— Launched in 2008
— Support IPv4

e 2nd Generation GovWIFi

— Launched in Dec 2012

— Support both IPv4 and IPv6

IPv6 became a mandated

requirement

®
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2. Challenges to the Service Operator
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Prerequisite to Provide a IPv6 WiFi

To support GovWiFi's IPv6 requirement, HKT’'s broadband network
must also be IPv6 ready :

e HKT already btained IPv6 address space since 2010

e HKT started enabling IPv6 on its network since 2011
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A Service Operator’s Considerations

* |Pv6 Deployment Strategy

— Market readiness (vendor support, customers...)
— Cost effectiveness and timing

— Customer and Operation Supports
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Typical challenges faced by service operators

— Shortage of IPv4 address space

* Need to get IPv6 ready (if haven’t deployed) asap before IPv4
become exhausted

— Equipment Testing
e Equipment may have teething problem on IPv6 features
- In particular, those new equipment type and features.

— Customer Support

e Difficult to support on customer’s reported fault case when it is not
sure which Internet Protocol were being used

- e.g. some devices does not auto fallback to IPv4 when IPv6
connection failed once IPv6 connection started
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3. How Ready is the GovWiFi for IPv6 ?
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Network Overview

GoVvWiFi
Site

GoVvWiFi

HKT Broadband Platform

Network

End User
Devices

Business
NETVIGATOR
Platform

IPv6 enabled

User Devices & Services
4—»4% IPv6 enabled Infrastructure F—;
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An example of GovWiFi connection via IPv6

— A PC running Windows OS example

(& ~ Google

_. 4 Govli o o M

% sunrlli = : -
29°C Humidity 74% 10:23 am

Mobile | 5288 | &

3 Unencrypted Connection
(Recommend to use Encrypted Connecton)

|lomatic connection feature, if possible, to avoid being charged unintentionally.

You are now using unencrypted connection. To better protect your privacy, please use encrypted connection:

S5ID: "freegovwifi-e”
User-ID: "govwifi"
Password: "govwifi"

Conditions of Use and Disclaimers for the Use of GovWiFi Facilities

Please read the following conditions of use and disclaimers ("the Conditions™) -
carefully before using the wireless Internet access service ("this Service") provided |_|
by the Government of the Hong Kong Special Administrative Region ("the Government™) at
government premises ("Locations"™). By using this Service, you agree to accept
unconditionally the Conditions which may be revised and/or amended from time to time

by the Government without prior notice to you. If yvou do not accept the Conditions,

By clicking on the "Accept” button, you are confirming that you have read and accepted the Conditions of Use and
Disclaimers for the Use of GovWiFi Facilities (please click here if your device does not render the text in the
scrolled box above).

H KTHere TOServe

MNetworl: Connection Details:

[t el

Property

Leasze Expires

|Pvd Defautt Gateway
|Pvd DHCP Server
|Pvd DNS Servers

IPvd WINS Server

Value

09 July 2013 10:33:1
10.17.135.234
10.12.0.134
1012.0.137
10.11.0.137

MetBIQS qveelepp Boe. oY58n & mm = == =

|PvE Address

Temporary |PvE Address
Temporary |PvE Address
Link4ocal IPvE Address
|PvE Defautt Gateways

|IPvE DNS Servers

2404:c800:5000:375:857c:497d: 1a6E
2404:c800:5000:1375:857c:497d: 1a€
2404:c800:5000:375: 708d:86a0:386-| =
2404-:c800:5000:1375: 708d: B6a0:-38€
fe8D::857c.497d: 1a65f88d% 12
fe8D::e6d3f1fffed3:0ecl12
fe8D::eb6d31 1 fed3.Bc0%12

2404:c800:5002::10
2404:c800:5003::10

=
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4. How Ready is the mobile client devices ?
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A typical Wi-Fi hotspot end user device profile

Smart phones and tablets are the most used for Wi-Fi in general :

Android 54%

Others, 3%

1.

2. 10S 31% Mac, 2%
3. Windows 10%

4. Mac 2%
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IPv6 Supported OS

AlX
Android
Cisco 10S
Fedora
FreeBSD
HP-UX
IBM i
i0S
Juniper JUNOS
Mac OS X
OpenBSD
OpenVMS
Red Hat Enterprise Linux
Solaris
SUSE Linux Enterprise Server
Symbian
Ubuntu
Windows
Windows Phone

H KTHere TOServe

4.3
4.2
15.2
13
9.0
11i
7.1
4.1
12.2
10.7
5.2
8.3
6
10
11
7.0
11.04
XP, Vista, 7, 8
6.5
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http://en.wikipedia.org/wiki/Windows_XP

5. Customer experience on IPv6 over WiFiI network
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How to tell if | am using IPv6 or IPv4 ?

= Can make use of the GovWiFi to test it out

= Connect to GovWiFi at many designated locations

H KTHere TOServe

SHEKR | Eng | &

RIEEMFERIEMBERE, MAPBESEENFABRE , SEH
hnwEsE
4B4E 278 : "freegovwifi-e”

EHEE 2 . "govwifi”
B : "govwifi"

BEMPARBAEN BB B ERIIE

FEBBUNWI-Fil. BE LERBZERATIRBERE

EEAOEBENTHRERN ("B") ERFBNE ("5

") IROLRVRAR LIRS ("R ) B, SEAORHEIULT
ERTFAIRRREE ("ATF") . REBFRKRE  BRT
FEBEEGESATA , URBRAEERSRE5ENN
ERTHATAEHERR / RET. N FREFTH ,

Ef }'"F rﬁ%; RD%T{J\E&E‘EI}%‘“ P E B BATWIFi
i G REE (NRFHEETRE

ST T T TP
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How to tell if | am using IPv6 or IPv4 ?

= Visit the web at whatismyv6.com

= |t will indicate whether you are
connected via IPv6 or IPv4

= The corresponding address will also
be shown

H KTHere TOServe

{ This page shows your IPv6 and/or IPv4 address \
. You are connecting with an IPv6 Address of: |
I 2404:¢800:9002:8::12 .

s d s B B 5 B B 5 B B B R B B

IPv4 only Test Normal Test

IPv6 only Test

If the IPv6 only test shows "The page cannot be displayed” (Internet Explorer),
"Server not found” (Firefox), any error or search page then you do not have
working IPv6 connectivity. "Normal Test" shows which protocol your browser
preferrs when you have both IPv4 and IPv6 connectivity. This page should work
even on computers with IPv6 only connectivity.

You can access this page with any of these easy to remember url's:

ip4.me (defaults to IPv4 only test)
ip6.me

whatismyv6.com
whatismyipv6address.com
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How can | tell if I’'m using IPv6 — An iPhone example

il PCCW-HKT & 14:13 3 56% =" Il PCCW-HKT = 1413 % 56% =
whatismyvé.com/ -
r This page page shows vour our TPv6 and/or 1Pvd Address -
. You are connecting with an IPv6 Address of: I
| 2404:c800:9002:8::12 -

Y [ P PN VL IR v S

Desktop | % | fi§f

If the IPv6 only test shows "The page cannot be
displayed" (Internet Explorer), "Server not found"
(Firefox), any error or search page then you do not have
working IPv6 connectivity. "Normal Test" shows which
Unencrypted Connection protocol your browser preferrs when you have both IPv4
(Recommend to use Encrypted Connection) and IPv6 connectivity. This page should work even on
computers with IPv6 only connectivity.

You are now using unencrypted connection._ To You can access this page with any of these easy to
better protect your privacy, please use encrypiad remember url's: —
connection: \ { u w
R ip4.me (defaults to IPv4 only test) =
SSID: "freegovwifi-e" ip6.me
User-ID: "govwifi" whatismyv6.com
Password: "govwifi" whatismyipv6address.com

Recommend to turn off automatic mobile

B w
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How can | tell if I'm using IPv6 — An Android example

WiEi

- J 'mWI L

SEAR | Eng | &

(a\EﬁﬁﬁiEﬂﬂﬂé&
BRGNS )

{RIEFEMEAIEMBERE, MRB/EENABRE , HER
I

4348278 . "freegovwifi-e”
EFRE S : "govwifi”
B : "govwifi”

REMERBBENEHEBBERINE

FEBBUFWI-Fill, FE ARG ERTIRENRA

EEAOEBRHHITRERRA ("KF") EBAB ("8

") ROAVRAR LR (“ARE") B, EAOMNBELT
EATAREERE ("AFA") . REBAEXERE , BRR
REBREEEIATA , LRBAFRERSRCBAN
BRTHEFREHOBRR / HET, 0 FREATA ,

EM&T 'HEJ ﬂDﬁTUxEﬂ%‘lﬁ?&“iﬁﬂM
BB (MRRMOERETEE

e TR T T3

H KTHere TOServe

L S 2 whatismyv6.com

This page shows your IPy6 and/or IPv4address, | _ , — . —|.

You are connecting with an IPv6 Address of: |
. = 2404:e800:0002: 8012 0 .|
IPv4 only Test Normal Test IPv6 only Test

If the IPvE only test shows "The page cannot be displayed"” (Internet Explorer),
"Server not found" (Firefox), any error or search page then you do not have
working IPv6 connectivity. "Normal Test" shows which protocol your browser
preferrs when you have both IPv4 and IPv6 connectivity. This page should work
even on computers with IPv6 only connectivity.

You can access this page with any of these easy to remember url's:

ip4.me (defaults to IPv4 only test)
ipb.me
whatismyv6.com

whatismyipvéaddress.com
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How to verify if IPv6 is actually used ?

. VISIt IPV6 O—nlx Web Sltes’ eg T # Android 5 Facebook Lg% &%
E.
= Google at ipv6.google.com EERERF ?

= Facebook at vb.facebook.com

= These pages will not be found if you
are not using IPv6 = . o [+ JB-

==

Google
B
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IPVv6

How to verify if IPv6 is actually used

= Or via an App (Android only) named

“IPv6 Status”

Status

= |t's widget show what protocol is
being used dynamically ’

A number “6” indicates IPv6 is being used / ’

A number “4” indicates IPv4 is being used



End
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Some Devices do not show the assigned IPv6 address - could be
misleading to end users

3 .0 10:28

= Note: some devices do not show
the assigned IPv6 address in their
native Network Settings page

freegovwifi

.. Al SRE =
= Show only IPv4 address even it is 3

IPv6 connected AL
26Mbps

m = "'

H KTHere Toserve 3 HKT - a PCCW Group member



HKT’s IPv6

® Lesson Learnt

— Allocate more time and resources for testing equipment, in particular,
for new equipment type or feature

— Provide sufficient tools and trainings for the frontline to help
supporting customers, in particular, during the IPv4 and IPv6
transition period
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HKT’s IPv6

* |IPv6 Deployment Strategy

— Cost effectiveness
e Access (CPE) router
- High-end models: IPv6 supported — no additional cost
- Low-end models: still limited choices, cost a lots more for IPv6
» Shall go down rapidly in near future

— Customer and Operation Supports

e Dual-stack approach
e Cater both IPv4 and IPv6 services/clients for smooth transition
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HKT’s IPv6

°* Implementation

— Routing arrangement with upstream and peering partners

— Network equipment upgrade and testing
* Network equipment: backbone, core, edge, & access routers
e Servers: DNS & Radius etc.

— IP address allocation plan
 Hugh IP address space - sufficient for many decades
e Good allocation planning has long term benefit on routing efficiency
- by business function: Broadband, TV, Mobile etc.
- by system function: internal infrastructure and customer etc.
- by geographic: Network Operation Center and Data Center etc.
- by class of service: e.g. premium and standard etc.
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Possible Implementation of IPv6 Network

Dual protocol

Straight forward

Dual stack devices get both
IPv4 and IPv6 address

Visit IPv4 sites via IPv4

Visit IPv6 sites via IPv6

NAT64 & DNS64
(translation tech.)

Complicated implementation

Devices get pure IPv6 address
from DHCP

Visit IPv4 sites via IPv6 proxy
gateway or NAT router

Visit IPv6 sites via IPv6



IP Configuration on Client Devices

DHCP in New Generation GovWIFI

IPv4 capable devices

Receive IPv4 private address only, e.g. 10.16.10.1

Dual stack devices

Receive both private IPv4 and public IPv6 address
IPv4 =10.16.10.1

IPv6 = 2404:¢c800:9000:0010::4



HKT’s IPv6 Support

e Business NETVIGATOR enabled IPv6

— MI: Q3 2011
— DIA: Q3 2012
— AO: Q4 2012

°* |P address
e Our Prefix 2400:¢c800::/32
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