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IPv6 Certification 
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IPv6 Certification in Asia 
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Observations for Hong Kong 

• ISPs in HK cannot get new IPv4 addresses from APNIC 
anymore after getting their last /22 (for APNIC members 
only) 
– But larger providers still have some spare IPv4 addresses 

• Trading of IPv4 addresses seemingly become active 

• Cost of running IPv4 will inevitably become higher and 
higher 

– IPv4 addresses are more and more expensive to acquire 

– NAT equipment is not cheap  

• Deploying IPv6 is more about business survival 

– You may lose business if you do not support IPv6 
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IPv6 in Hong Kong (1/2) 

• Backbone ISPs:  Most can provide IPv6 transit service in HK 

• Business-Oriented ISPs:  At least 6 can provide IPv6 access 
service in limited scale 

• Residential Broadband ISPs:  None can provide IPv6 service 
yet but it is believed they have started trial 

• Mobile Operators:  It is believed they have started trial 

• Content / Data Center / Web Hosting Service Providers:  
They are starting to realize the importance of IPv6; At least 
6 Data Centers and at least 2 Web Hosting companies 
support IPv6 
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IPv6 in Hong Kong (2/2) 

• Government Networks:  They are deploying IPv6 in big scale 

– Most of Government websites are now IPv6 accessible!!! 

– Hong Kong Observatory launched IPv6 NTP service in Mar 
2012!!! 

– They even support IPv6 email transport!!! 

• Universities:  All have IPv6 transport enabled but still need to do 
a lot of work on servers, network infrastructure and other parts 

• Public IPv6 Tunnel Brokers and Teredo / 6to4 Relays in HK 
providing free services 

• Websites:  More and more are supporting IPv6… 
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IPv6 at HKIX 

• Today, HKIX is exchanging >290Gbps at peak and serving 
~340 physical connections (including ~85 10GE connections) 
from across Asia Pacific 

• HKIX is committed to help Internet development in HK  

• IPv6 supported by HKIX since Mar 2004 

– Dual stack 

• Today, 121 AS’es (out of 200 AS’es in total) have their IPv6 
enabled at HKIX (i.e. 60.5%) 

• Today, ~8,300 IPv6 routes served by HKIX MLPA route 
servers 

• Most Root / TLD servers at HKIX support IPv6 transport 
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Number of  
IPv6 Routes at HKIX 
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IPv6 Traffic at HKIX 
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IPv6 Traffic Contributors  
at HKIX 
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IPv6 Participants  
at HKIX 

 

• Check the following link for the full list: 

– http://www.hkix.net/hkix/participant.htm 
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Other Observations for HK 

• People should be fully aware of APNIC’s policy change of IPv6 initial 
allocation criteria 

– Getting independent IPv6 addresses is not difficult 

– Enterprises can get IPv6 addresses (in addition to IPv4 addresses) 
directly from APNIC after joining as members 

• Need TLD servers to support AAAA glue records and run IPv6 transport 
in order to have full IPv6 experience 

– .HK – Done! 

– .ASIA – Done! 

– Registrars’ support is increasing 

• Should not just do IPv6 for websites 

– Should also do IPv6 for email, DNS and all other services (such as 
NTP services e.g. ntp.cuhk.edu.hk) 

– World IPv6 Day/Launch should have given people motivation 
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IPv6 Readiness  
Among Universities in HK 
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IPv6 Readiness  
Among Networks in HK 
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IPv6 Policy at CUHK 

• IPv6 Policy endorsed by IT Policy Committee of CUHK 

– Campus-Wide IPv6 Deployment as CUHK’s IT direction 

• Deployment Strategy 

– Backbone is IPv6 ready (dual-stack) 

– Main public-facing services be implemented first 

• DNS, Main Websites and NTP services are done 

• Email services and other services to be done 

– IPv6 as mandatory requirement of all purchases of hardware, software and 
equipment 

• Gradually replace old hardware/software with new ones that support IPv6  

– Support departments 

• Selection of H/W, S/W and equipment 

• Implementation guidelines and configuration templates are being set up 

• Training 
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Network  Interconnections  
at CUHK – IPv4 & IPv6 Dual Stack 
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Deployment Status 
at CUHK 

• An APNIC member 

– Have gotten the last /22 from APNIC already 

– Also gotten a few /24’s from HARNET (AS3662) 

• IPv4: ~1.4 x /16 (AS3661 & AS4641) 

• IPv6: 1 x /32 (AS3661) and 1 x /32 (AS4641) 

• Deploying native IPv6 for dual-stack 

• Firewalls, email security gateways and others being upgraded one by one 

• Shortage of IPv4 addresses within campus is already happening 

– While adding IPv6 capability to services like WiFi and VPN, NAT44 for WiFi 

and VPN is being deployed to save IPv4 addresses 

• Most departmental networks and servers are not IPv6 enabled yet 
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Deployment Issues Faced 
at CUHK (1/2) 

• IPv6 Addressing Scheme 

– Doing renumbering from IPv4-address-related to VLAN#-related 

• Backbone Routers 

– Relatively easy for dual-stack 

– HSRPv6 support to be added 

• DNS servers 

– Relatively easy 

– Had waited for registry/registrar’s support for authoritative servers 

– Distribution of DNS Resolver IPv6 addresses? 

• Not using DHCPv6 so cannot do it 

• Dual stack so IPv4 addresses are fine for now 

– Not to forget about Reverse DNS for servers 

• Email Security Gateways 

– Not really mature so waiting for the next software version 

• Exchange 2010 

– Need IPv6 to install, should disable 6to4 

• Web servers 

– Only www.cuhk.edu.hk and www.hkix.net for now 

• Cluster on Solaris does not support IPv6 

• Use dynamic DNS for HA purpose 

– Need to push for other web servers (if not behind load balancers) 
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Deployment Issues Faced 
at CUHK (2/2) 

• Firewalls 

– Bigger FWs for servers finally upgraded for consistent IPv4/IPv6 policies 

– Virtual FWs not ready for IPv6 

• Load Balancers 

– Not support IPv6 because of old models 

– With new models, will use dual-stack even on the private network side 

• Desktops 

– Takes time 

– Need to push hard 

• WiFi 

– Under trial, not stable enough yet 

• VPN 

– Not quite support IPv6 yet 

• Other Security Devices 

– A lot of security devices do not quite support IPv6 

• Network / System Management 

– Takes time 

• Still a lot of work remaining but we will keep on the hard work and be persistent 
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The Reality 

• IPv4 addresses are really running out 

• NAT is being used more and more extensively 

– But it cannot sustain in long term 

• IPv6 is the only long-term solution 

• Business/Residential broadband ISPs are the main hurdles 

– Technical users are starting to complain hard 

– ISPs must work hard on the deployment 

• Otherwise, they will lose business to their 
competitors which support IPv6 
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Users can help push  
IPv6 to happen faster 

• Most updated equipment and software support 
IPv6 

• When replacing old equipment and software, make 
IPv6 as mandatory requirements 

• If providers or vendors are not 100% ready, FORCE 
them to be 100% ready immediately! 

– Should give preference to providers and 
vendors which have started IPv6 earlier because 
they have more experience 

29 



Hong Kong is slowly 
progressing on IPv6 

Competition will help drive 
IPv6 deployment 

Persistence is the key to 
success 



 

Thank you! 
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